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Definitionen

Was ist Computerlinguistik?

Was ist “Computerlinguistik”
für *dich*?
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Definitionen

Definition gem. Universität Zürich UZH1

Die Computerlinguistik ist eine junge Disziplin im
Überschneidungsbereich von Sprachforschung und Informatik. Sie
untersucht,

wie die menschliche Sprache als Mittel zur Übermittlung,
Speicherung und Verarbeitung von Information verwendet wird,
und

wie man diese Prozesse auf dem Computer modellieren und für
konkrete Anwendungen nutzbar machen kann.

Dies geschieht primär aus theoretischem Interesse. [...]

1Vgl. Webseite: http://www.cl.uzh.ch/what-is-cl.html
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

Definitionen

Definition auf der Wikipedia DE2

In der Computerlinguistik (CL) oder linguistischen
Datenverarbeitung (LDV) wird untersucht, wie natürliche
Sprache in Form von Text- oder Sprachdaten mit Hilfe des
Computers algorithmisch verarbeitet werden kann. Sie ist
Schnittstelle zwischen Sprachwissenschaft und Informatik.

2Vgl. Webseite: https://de.wikipedia.org/w/index.php?title=
Computerlinguistik&oldid=139308216
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Definitionen

Definition auf der Wikipedia EN3

Computational linguistics is an interdisciplinary field
concerned with the statistical or rule-based modeling of
natural language from a computational perspective.
[...]
Computational linguistics has theoretical and applied
components, where theoretical computational linguistics
takes up issues in theoretical linguistics and cognitive
science, and applied computational linguistics focuses on
the practical outcome of modeling human language use.

3Vgl. Webseite: https://en.wikipedia.org/w/index.php?title=
Computational_linguistics&oldid=663599748
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https://en.wikipedia.org/w/index.php?title=Computational_linguistics&oldid=663599748
https://en.wikipedia.org/w/index.php?title=Computational_linguistics&oldid=663599748
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Beispiele: Aufgaben in der Computerlinguistik

Tokenisierung

Wortartenerkennung

Named Entity Recognition (NER)

Parsing (by Anerkennung einer Syntax in einem Text)

Koreferenzauflösung

Kollokationen
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Beispiele: Bereiche der Computerlinguistik

Sentiment Analysis

Machine Translation (regelbasiert, statistisch oder hybrid)

Text Mining / Relationship Mining

Automatic Text Summarization

Authorship Recognition

Topic Analysis
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Beispiele: Bereiche der Computerlinguistik

Beispiel Pipeline Apertium (Maschinelle Übersetzung)
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Überwachung überhaupt (nach NDB)

Die Sensoren des NDB
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Massenüberwachung in der Schweiz

Onyx-Funkaufklärung

Hernani Marques Chaos Singularity 2015 @ Biel/Bienne

Computerlinguistik und Massenüberwachung
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Massenüberwachung in der Schweiz

Onyx-Auswertung
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Massenüberwachung in der Schweiz

6-Monate-VDS via EJPD
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Massenüberwachung in der Schweiz

5-Jahres-VDS via VBS
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Beispiel: Massenüberwachung Onyx (1)

Beispiel: Massenüberwachung Onyx (2)
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Beispiel: Massenüberwachung Onyx (1)

Beispiel: Massenüberwachung Onyx (3)
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Beispiel: Massenüberwachung Onyx (1)

Beispiel: Massenüberwachung Onyx (4)
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Beispiel: Massenüberwachung BND+NSA

Überwachung mit Selektoren (1)
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Beispiel: Massenüberwachung BND+NSA

Überwachung mit Selektoren (2)
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INDECT: Wesen

Was ist INDECT? Showtime!

Hernani Marques Chaos Singularity 2015 @ Biel/Bienne

Computerlinguistik und Massenüberwachung
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INDECT: Wesen

Mehr INDECT-Videos
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.1: XML Data Corpus (1)

XML Data Corpus: Report on methodology for collection, cleaning
and unified representation of large textual data from various sources:
news reports, weblogs, chat.
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.1: XML Data Corpus (2)
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.1: XML Data Corpus (3)
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

INDECT: Auswahl Papers Work Package 4

Deliverable 4.1: XML Data Corpus (4)
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.1: XML Data Corpus (5)
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

INDECT: Auswahl Papers Work Package 4

Deliverable 4.3: Behavioural Profiling (1)

Report on current state-of-the-art on machine learning methods for
behavioural profiling
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.3: Behavioural Profiling (2)
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

INDECT: Auswahl Papers Work Package 4

Deliverable 4.3: Behavioural Profiling (3)
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.3: Behavioural Profiling (4)
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.3: Behavioural Profiling (5)
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

INDECT: Auswahl Papers Work Package 4

Deliverable 4.11: Mine/Detect suspicious websites (1)

Specification of methods for mining and detecting suspicious
websites
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.11: Mine/Detect suspicious websites (2)
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.11: Mine/Detect suspicious websites (3)
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.11: Mine/Detect suspicious websites (4)

Hernani Marques Chaos Singularity 2015 @ Biel/Bienne

Computerlinguistik und Massenüberwachung
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INDECT: Auswahl Papers Work Package 4

Deliverable 4.11: Mine/Detect suspicious websites (5)

Hernani Marques Chaos Singularity 2015 @ Biel/Bienne

Computerlinguistik und Massenüberwachung
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Zuerst: Der Full-Take mit Tempora

Tempora
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Dann: Die Praxis mit Xkeyscore

XKeyscore (1)
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Dann: Die Praxis mit Xkeyscore

XKeyscore (2)
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Dann: Die Praxis mit Xkeyscore

XKeyscore (3)
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Dann: Die Praxis mit Xkeyscore

XKeyscore (4)
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Dann: Die Praxis mit Xkeyscore

Xkeyscore (5)
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OSINT-Produkt “Katalyst”

Katalyst-Whitepaper (1)
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

OSINT-Produkt “Katalyst”

Katalyst-Whitepaper (2)
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COMINT-Produkt “Scan & Target” (Teil 1)

Scan & Target (1)

http://scanandtarget.com/       -      contact@scanandtarget.com 

Extracting intelligence from multilingual 
SMS, IM, e-mails… 

1 
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COMINT-Produkt “Scan & Target” (Teil 1)

Scan & Target (2)

http://scanandtarget.com/       -      contact@scanandtarget.com 

What’s happening in 60 s on the web? 

© Scan & Target 2007-2010 3 
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

COMINT-Produkt “Scan & Target” (Teil 1)

Scan & Target (3)
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Who is Scan & Target? 

Scan & Target analyzes digital communications in real 
time to provide actionable intelligence to software 
vendors, brands, service publishers, marketing agencies, 
governments… 
 
 
 
 
 
 

Our text Meaning Technology is smart enough to look in real 
time at an incoming text User Generated Content data 
stream, see patterns of interest, and alert the right 
people or trigger the appropriate action-- all without 
being queried 

 
 
 
 

 

Social 

networks 

Forums, blogs E-mails Instant Messaging 
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Computerlinguistik Massenüberwachung Auswahl: INDECT-Papers Auswahl: Snowden-Fundus Auswahl: WikiLeaks Q&A

COMINT-Produkt “Scan & Target” (Teil 1)

Scan & Target (4)
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Scan & Target technology 

Unlike solutions based on simple keywords or semantic, our technology 
takes into account the different alterations and variants of 
expressions to analyze the content: 
 
 Small/ capital letters use 
 Letters repetition (vvviiiagrrra for example) 
 Orthographical variations (vi@gra, vlagra, v1@gra, v149r4) 
 Missing letters in some cases (v|agra, v agra…) 
 Word alteration whatever the use of non alpha symbol (v.i.a.g.r.a, 
v_i°ag#r:a, v-iagra, viagr"a...) 
 Phonetic alterations 
 SMS and IM languages 
 And the combination of these variations 

 
The solution is available in English and French and Spanish and 
Arabic (MSA + dialects, Arabic alphabet + transliteration).  
 

© Scan & Target 2007-2010 
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COMINT-Produkt “Scan & Target” (Teil 1)

Scan & Target (5)
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Scan & Target technology 

The solution is based on a smart engine that rates not just single words 
but the entire content as it passes through the filtering engine. Words 
are therefore placed in context to extract meaning  
 
The solution applies detailed thematic thesauruses - our Smart 
Wordbooks. Filters are categorized to allow customers to fine-tune the 
analysis (Terrorism/Drugs/Violence, etc.) according to their needs 
 
Additional analysis layers: sentiment analysis, questions detection… 

 
Proprietary scoring technology tailored to short digital text contents 

 
Using a powerful and accurate conditional analysis system, our 
customers experience a very low level of false positives (between 0,05% 
to 0,001% in average)  

© Scan & Target 2007-2010 
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COMINT-Produkt “Scan & Target” (Teil 1)

Scan & Target (6)
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Big Data? No problem. 

• For homeland security, our API is distributed using 
IBM hardware (to be hosted on your premises) 
 

• Thanks to our connector, it’s very easy to 
implement our API into your own applications 
 

• You choose how to display our analysis results into 
your interfaces 
 

• Capacity to deal in real time with Big Data  
– All of Twitter’s traffic (10 TB / day, average 1200 Tweets per 

second)* could be analyzed in real time using one IBM blade center 
(for one language) 

– *Source - Twitter 
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COMINT-Produkt “Scan & Target” (Teil 1)
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Mass interception issues 

• Mass interception of digital text 
communications, (OSINT or COMINT like SMS, 
e-mails, IM…) is now technically available 

 

• Issues for intelligence or law enforcement 
agencies: 
– How to deal with the volume (flow never stops) 

– How to find the needle in the digital haystack 

 

 

© Scan & Target 2007-2010 13 
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COMINT-Produkt “Scan & Target” (Teil 1)
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“Finding the needle” strategies 

 
 
 
 
 
 
 

Benefits 
Identified 
Suspects 

Interception 
on keywords 

Indexation 
and search 

Text 
Meaning 

Real time 
information + - + 
Fuzzy search - - + 

Advanced analysis - - + + 
False positive ratio - + 

Unknown threat 
detection - + + 

Required analyst 
time - - + 

© Scan & Target 2007-2010 14 
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Arabic chat alphabet 

• The Arabic chat alphabet (Arabish or Arabizi) is 
used to communicate in the Arabic language over 
the Internet or for sending messages via mobile 
phones when the Arabic alphabet is unavailable 

• Arabic letters are replaced by letters that are 
phonetically equivalent 

• Arabic letters that have no Latin phonetic 
counterpart are represented by numbers, or 
numbers in conjunction with an accent mark 

© Scan & Target 2007-2010 23 
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Issues with Arabic compared to latin 
languages 

• Language identification issue: 
– MSA, dialects, mix of languages 

• Transliteration issue (notably for names) 
– ABD AL-WADOUB 

– ABD EL OUADOUD 

– ABD-AL-WADUD 

– ABDEL EL-WADOUD 

• Use of Arabish / Arabizi 
– bri6ania al3o'6ma / britanya al 3ozma = Great Britain 

for example 

 
© Scan & Target 2007-2010 24 

Our Text Meaning 

Technology handles 

all these issues 
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New threat detection 

© Scan & Target 2007-2010 27 

Contextual 
alerts 

Target 
identification 

Thread 
analysis 

Social 
network 
analysis 

Update alerts 
triggers 
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Messages vs thread 

• A web or mobile conversation is a thread of 
messages between 2 or more persons 

• Analysis is first performed at message level for 
contextual alerts 

• When an alert is detected, the associated 
discussion thread is again analyzed to: 
• Increase accuracy and precision 

• Extract investigation elements (names, places, 
nationality, places…) 

© Scan & Target 2007-2010 28 
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Message identification: paedophilia 

© Scan & Target 2007-2010 29 

PTHC =  

Pre Teen Hard Core 
Age detection Multimedia content 

extention detection 

= automatic contextual 

alert sent for potential 

child pornography 

Hernani Marques Chaos Singularity 2015 @ Biel/Bienne

Computerlinguistik und Massenüberwachung
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Use case: drugs traffic 
detection 

• Mass Surveillance of SMS communications (20 to 30 millions per 
day with a lot of different languages, English, Arabic, dialects…) 

 

• Contextual alerts sent to analysts using conditional analysis 
on: 
–  Substance related discussions, 
– Transaction related discussions (quantities, money…) 
– Middle men related discussions (dealers,  luggage handler, docker, customs…) 
– Smuggling related discussions (places like ports, airports and smuggling tricks) 

 

• Investigation by analyst (conversation thread analysis, social 
network analysis…) identifies: 
– Dealers’ ring (pseudo, IP address…) 
– Coded language detection (use of culinary vocabulary for example) 

 

• High precision: 40 alerts per million SMS 
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Recommended solution 

• Scan & Target text meaning technology is a very efficient 
tool to detect previously unknown terrorist or criminal 
threats on the Internet or wireless networks 
 

• Main benefits: 
– Ability to deal with huge volumes in real time 

– Multilingual and ability to manage fuzzy languages like IM 
or arabizi 

– Actionable intelligence with message & thread analysis 
– Low level of false positive thanks to advanced analysis 

 

• To be integrated into your existing monitoring system 
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Customers 
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Fragen & Antworten
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